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Abstract 

A new area of study called heterogeneous internet of things (HetIoT) has the potential to 
significantly alter both how we currently understand basic computer science concepts and how 
we live in the future. HetIoT is being used in an expanding variety of fields, including advanced 
manufacturing, smart manufacturing, smart cities, intelligent transportation, environmental 
monitoring, and security systems. HetIoT will thus enrich our lives and offer a variety of useful 
services in the future by relying on strong application fields. In this review paper, we give an 
overview of intelligent IDS for HeIoT and talk about the key elements of its design, such as the 
sensing layers, networking layers, cloud architecture, and HeIoT architectural applications. We 
cover the present research on intelligent IDS for HeIoT and talk about the many methods used by 
researchers, including deep reinforcement learning, deep learning, supervised learning, 
unsupervised learning, and reinforcement learning. We also look at the difficulties in installing 
IDS for HeIoT, such as resource limitations, scalability, and heterogeneity, and we investigate 
unresolved issues and knowledge gaps in this area. The contributions of this study provide 
insights into the creation of intelligent IDS for HeIoT, highlighting the difficulties and unsolved 
issues in this area, and offering suggestions for future research. 

Keywords: Intelligent intrusion detection system, Heterogeneous Internet of Things, Security 
threats, Machine learning, Reinforcement learning, Deployment strategies, Network security. 

Introduction  

IoT stands for the Internet of Things, which is the connecting of different equipment and gadgets 
with a distinct digital identity, such as smart sensors, smart devices, and industrial systems. IoT 
provides efficient transfer of data from smart devices with precise position information utilizing 
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wired or wireless networks and a variety of communication tags. Using proper information 
security measures, a central server keeps an eye on and manages the objects, offering customized 
real-time online monitoring, security management, and service functions [4, 5]. Researchers have 
created a number of IoT-related hardware and software platforms throughout the years, and these 
platforms are now widely used in daily life and business [6]. These applications have embraced 
HetIoT with various network architectures, such as WSN, Wi-Fi, MCN (3G/4G/LTE/5G), 
WMN, & Vehicular Network, that use RFID, sensors, and smart terminals to receive thorough 
sensing information whenever and wherever they are needed [7]. The gadgets are capable of 
securely establishing a connection to cloud servers over the internet or through satellite, and they 
may send data and urgent events to a remote monitoring center in real-time for processing [8]. To 
accomplish intelligent object control, the central server processes and examines the data in an 
intelligent manner. 

A security system called an Intelligent Intrusion Detection System (IDS) employs a number of 
strategies, including machine learning and deep learning techniques, to identify and reduce 
security threats. An IDS is created to identify unauthorized access, malicious activity, and 
intrusions in a network of devices with various hardware, software, and communication protocols 
in the context of the Heterogeneous Internet of Things (HeIoT). HeIoT settings are vulnerable to 
a number of security risks, including denial of service attacks, unauthorized access, and data 
leaks. By identifying and responding to potential security breaches, an intelligent IDS for HeIoT 
can assist in reducing these risks. However, the deployment strategy and the capacity to quickly 
identify and stop potential attacks determine how effective an IDS for HeIoT will be. 

Motivation 

The background of the study in this review paper is the increasing use of Heterogeneous Internet 
of Things (HeIoT) systems, which are characterized by a large number of heterogeneous devices 
with different communication protocols and capabilities. These systems are used in various 
applications, such as healthcare, smart homes, smart cities, and industrial control systems. 
However, the use of HeIoT systems presents several security threats due to the large number of 
devices, which makes it difficult to ensure adequate security measures for each device. 
Traditional Intrusion Detection Systems (IDS) are inadequate for detecting and preventing 
attacks in HeIoT environments due to their limited capabilities in dealing with the heterogeneity 
and complexity of these systems. To address these security challenges, the development of 
intelligent IDS for HeIoT has become essential. These systems use advanced machine learning 
techniques, such as reinforcement learning, supervised learning, unsupervised learning, deep 
reinforcement learning, and deep learning, to detect and prevent attacks in HeIoT environments. 

Paper Organization 

The paper is organized into several sections. The introduction provides background information 
and the motivation for the study. The second section discusses the architecture components of 
HeIoT. The third section is a literature survey, which reviews existing research on intelligent IDS 
for HeIoT. The fourth section focuses on intelligent intrusion detection systems for 
heterogeneous IoT, discussing mitigation attacks, techniques, and deployment strategy. The fifth 
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section explores open problems and challenges in the domain of HeIoT. Finally, the conclusion 
and future directions section summarizes the review paper and provides directions for further 
research. The paper is well organized and structured, making it easy to navigate and understand. 

Contributions of Survey 

The contributions of the survey are providing an overview of an intelligent intrusion detection 
system for Heterogeneous Internet of Things (HeIoT) and its architecture components. 
Reviewing existing research studies on HeIoT and the various approaches adopted by researchers 
to tackle security threats. Discussing intelligent approaches such as reinforcement learning (RL), 
supervised learning (SL), unsupervised learning (UL), deep reinforcement learning (DRL), and 
deep learning (DL) for Heterogeneous IoT. Highlighting the issues and challenges in the domain 
of HeIoT, providing further directions for researchers. Presenting deployment strategies for an 
intelligent IDS for HeIoT to ensure its effectiveness. 

Architecture Components Of Heiot 

Architecture Components  

The suggested four-layered structure of HetIoT's architecture consists of four layers: the 
applications layer, the cloud computing layer, the networking layer, and the sensing layer. This 
architecture was developed to handle the complex nature of the Internet of Things and its 
multiple heterogeneous networks. Figure 1 shows the four-layered structure, with each layer 
having unique functions and scalability. 

 
Figure 1: Four-layer Heterogeneous Internet of Things [6] 

Several sensors are used in the sensing layer's data collection, which is then efficiently 
transferred to cloud servers through heterogeneous networking units made up of various network 
topologies. Because to developments in sensor hardware design and network topology 
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optimization, HetIoT has many uses in both industry and daily life. We examine the specifics of 
each layer of the suggested HetIoT architecture in the sections that follow. 

Sensing Layers 

The HetIoT architecture's sensing layer uses a variety of sensors to collect important sensing data 
that the cloud server may store and use. Environmental sensors, colour sensors, flame sensors, 
motion sensors, cameras, and other types are among these sensors. To transport the sensing data 
in the monitoring region, many sensors are placed there and set up in a self-organizing, multi-hop 
topology. The sensor nodes, sink nodes, and management nodes that make up the sensor network 
system typically send the sensing data in a multi-hop fashion through the sink nodes. With 
management nodes, users can release monitoring tasks and control the sensor network. Certain 
nodes are more prone to failure owing to environmental factors and energy depletion as HetIoT 
networks get bigger and more complicated. Changes in network topology brought on by these 
problems may impair network connectivity and coverage. In order to increase network 
robustness, researchers have created a number of algorithms and techniques, including the 
heuristic algorithm DPSO [7], GRASP mechanism [8,], and WCM protocol based on cognitive 
learning [9]. For best performance and data forwarding, a network topology must be effective. In 
order to create a network topology that is effective, superfluous wireless communication links 
must be eliminated by managing energy usage and choosing backbone nodes. These tactics 
lessen the possibility of failure while assisting in ensuring network coverage and connectivity. 
Future HetIoT architectures will also depend on various types of sensors, which could be subject 
to intrusion and malicious assaults. Node location information is a serious security risk since it is 
particularly vulnerable to exploitation. Smart sensor nodes can be installed to increase protection 
against attacks and reduce the danger of intrusion, which will improve the security and safety of 
HetIoT. 

Networking Layers 

The networking layer is essential in the HetIoT design for creating a topology that will 
effectively convey data from the source node to the destination node. To provide high data 
transmission capacity for the nodes, various networking models—including star networks, tree 
networks, scale-free networks, and hybrid networks—are described. Via sink nodes, super nodes, 
and other relay units, these networking models enable data transmission to the cloud server. 
These relay units also assist in node management by offering effective topology construction 
methods. However, HetIoT's use of diverse routing protocols also has certain drawbacks in terms 
of power usage, data speed, and vulnerability to malicious attacks. To make networking models 
more resilient and able to endure a specific number of node failures, self-organizing routing 
protocols have been developed. HetIoT will eventually need a large data transmission capacity in 
order to send massive data to the cloud server. Energy-saving techniques are used in difficult 
environments with restricted power supplies to increase the lifespan of HetIoT. By lowering the 
energy consumption of the nodes, these protocols aid in energy optimization and increase the 
lifespan of HetIoT. 
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Cloud Architecture 

Large-scale HetIoT systems are now able to process and manage enormous amounts of data with 
efficiency because to the development of cloud computing technology. The cloud computing 
layer will be essential in receiving and processing data from other layers in the future HetIoT 
architecture [10]. Cloud servers' robust analytical computing capabilities enable them to do more 
than just store data; they also enable them to base choices on the findings of analyses. Because 
they can react swiftly depending on event-aware techniques, they are especially well suited for 
emergency applications. A growing demand for better decision-making procedures that can 
effectively use cloud computing is being driven by the heterogeneity of data in HetIoT. Due to its 
sophisticated data analytical features, cloud computing is better able to handle heterogeneity in 
IoT than middleware. The delivery of high-quality services for numerous applications is made 
possible by the ability of middleware to hide the differences between distinct operating systems 
and network protocols. Unfortunately, the majority of widely used middleware services employ 
proprietary protocols, which might complicate interoperability. Incompatible protocols in 
subsystems may also cause time delays and memory overhead for middleware services. In 
contrast, the cloud server's high level of flexibility and adaptability allows it to function as an 
abstract layer that may smoothly facilitate communication between diverse systems. HetIoT 
systems can increase their overall efficiency and efficacy by utilizing cloud computing, making it 
possible to handle and process complicated data more efficiently. 

HeIoT Architecture Applications 

Future HetIoT is anticipated to support a wide range of applications in its applications layer, 
including MCN, vehicular networks, Wi-Fi, and WSN. Using platforms like WeChat, Skype, and 
Line, MCN applications enable users to interact with each other utilising smart mobile devices 
whenever and wherever they want. Intelligent transportation systems use vehicular networks to 
detect traffic emergencies. These networks connect people, cars, and other intelligent mobile 
devices. By employing the cloud computing layer, they can forecast traffic patterns based on 
real-time traffic data. Wi-Fi networks are widely utilized in smart homes, smart cities, and 
healthcare systems and can support a variety of network communication protocols. Smart gadgets 
that are connected to Wi-Fi networks can be managed by people. Environmental characteristics 
like temperature, humidity, sound, light, smoke, and gas are all monitored by WSNs. They have 
been used in a variety of contexts, including forecasting debris flows and detecting forest fires. 
Applications must have a friendly user interface in order for HetIoT to be usable and available to 
people in their daily lives. Moreover, HetIoT uses secure smart terminal devices that can transmit 
data via satellite to the cloud server layer. The system will function at its best thanks to the cloud 
servers' ability to remotely control devices depending on the findings of analytical data analysis. 
HetIoT applications will fundamentally alter how we connect with our environment and improve 
people's life overall. 

Literature Survey 

With the deployment of devices and sensors in numerous applications, including smart homes, 
healthcare, and transportation systems, the Internet of Things (IoT) is quickly becoming 
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pervasive. Yet, IoT systems are susceptible to a variety of security risks due to the heterogeneity 
of the devices, protocols, and communication technologies they use. IoT systems in particular are 
vulnerable to assaults that could jeopardize their confidentiality, availability, and integrity. 

[11] provides a thorough analysis of IoT privacy and trust challenges. The varied standards and 
communication stacks involved with IoT technologies make it impossible to instantly use 
traditional security countermeasures because they are relatively different from one another. A 
flexible architecture is desired to address risks in a dynamic environment where scalability 
challenges develop as a result of the large number of networked devices. The authors 
distinguished unresolved concerns and proposed future research paths while presenting and 
discussing key research challenges and popular solutions in IoT security. IoT challenges are also 
covered in [12], where the authors present industrial IoT, examine pertinent security and privacy 
issues, and then offer workable solutions that result in an all-encompassing security framework. 
[13] summarizes the security risks and privacy issues associated with IoT in more detail. In [14], 
there are attempts to draw a connection between information, privacy, and trust. 

A solution to this issue is the Intelligent Intrusion Detection System (IDS) for Heterogeneous 
Internet of Things (HeIoT). IDS is created and implemented as a line of defense with other 
security tools set up for the network's foundation. IDS's ability to vary its security measures 
based on the demands and needs of the underlying network architecture is one of its architectural 
advantages [15]. Moreover, machine learning (ML) techniques that employ the learning dialectic 
can be used to create an improved IDS. An IDS is a software/hardware system created to identify 
potential threats to the system's resources and to warn the user if any odd activity is found. Yet, 
with the development of remote access and advanced networking technologies, the frequency and 
severity of data breaches and incursions have increased, harming the network and its resources 
over the long run. 

A number of security tools, including firewalls and access control systems, are employed as a 
deterrent to filter network traffic passing via host systems. These techniques are set up to act as 
the first line of defense by applying restrictions to network packets and allowing network 
communications [16]. Although firewalls, access control mechanisms, and intrusion detection 
systems are all essential to network security, they are all unique in terms of their operating 
principles, methods for identifying patterns, and responses to unlawful entry [17]. IDS is 
different from firewall and access control techniques in that both of these check the outside of the 
systems and network for threats and breaches in order to prevent them from hurting the network 
and systems. Firewalls prevent breaches by blocking hostile network packets and restricting their 
access; however, these defenses do not detect breaches that originate inside the underlying 
network. IDS, on the other hand, keeps track of network activity, analyses network packets, and 
sends out an alarm if any malicious activity is found. IDS also monitors network flow coming 
into and leaving the systems by sniffing network communications, using heuristics, and patterns 
of known threats. If any anomaly is discovered, security operators are alerted [16].  

Analyzing a significant volume of audit and file logs produced by various network interactions is 
one of the most important responsibilities for safeguarding computer and network systems. Also, 
one of the difficult duties is to recognize patterns in audit and file logs because doing so can help 
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network administrators identify intrusions by extracting impressions from the logs [18]. In order 
to ensure the security and integrity of network and system resources, it is necessary to create a 
coherent and effective security mechanism, such as an IDS, given the significance of network 
security and the explosion in networking technologies and devices [19]. Yet, because the network 
data that IDS collects and analyses is heterogeneous and dynamic in nature, a comprehensible 
representation is needed in order to create constructive and effective IDS. Dealing with 
heterogeneous and dynamic data with various network characteristics and display has an impact 
on network security. Many organizational and infrastructure requirements must be taken into 
account for the development of an effective intrusion detection and classification system, 
including good storage capability, a simplified infrastructure, and accurate packet flow analysis 
[20].  

Intelligent Intrusion Detection Systems For Heterogeneous Iot 

HetIoT's main purpose is to collect sensing data from smart terminals dispersed around various 
habitats, such as forests, mountains, volcanoes, and other inhospitable places where it is difficult 
to recharge devices [21]. Given the current state of energy technology, energy-saving strategies 
in the IoT have consequently become a major study topic [22]- [24]. It is critical to protect the 
information adequately because as HetIoT expands, more private and significant data is 
exchanged. Many communication safety procedures have been proposed to protect private data, 
whereas intrusion detection systems can identify forgeries, altered information, and routing 
attacks [25], [26], and [27]. The next section will examine intelligent strategies for HetIoT, such 
as deep reinforcement learning (DRL) and deep learning (DL), as well as supervised learning 
(SL), unsupervised learning (UL), and reinforcement learning (RL). 

RL is a type of machine learning technique that involves an agent learning to take actions in an 
environment to maximize a reward signal. In the context of intrusion detection in HetIoT 
systems, RL can be used to train an agent to take actions to detect and mitigate attacks. The agent 
receives feedback in the form of a reward signal, which is positive when an attack is detected and 
negative when a false positive occurs. The RL agent then learns to take actions that maximize the 
expected reward signal. SL is a type of machine learning technique that involves training a model 
using labeled data. In the context of intrusion detection in HetIoT systems, SL can be used to 
train a model to classify network traffic as either normal or malicious based on labeled data. The 
labeled data consists of examples of both normal and malicious network traffic, and the model 
learns to distinguish between the two based on features extracted from the network traffic. UL is 
a type of machine learning technique that involves training a model using unlabeled data. In the 
context of intrusion detection in HetIoT systems, UL can be used to train a model to detect 
anomalies in network traffic based on patterns in the data. The model learns to identify patterns 
that are different from those in normal network traffic, which can indicate the presence of an 
attack [28]. DRL is a type of machine learning technique that combines RL with deep learning. 
In the context of intrusion detection in HetIoT systems, DRL can be used to train a deep neural 
network to take actions to detect and mitigate attacks. The neural network receives feedback in 
the form of a reward signal, and the weights of the network are updated using backpropagation to 
maximize the expected reward signal [29]. DL is a type of machine learning technique that 
involves training deep neural networks with multiple layers. In the context of intrusion detection 
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in HetIoT systems, DL can be used to train a neural network to classify network traffic as either 
normal or malicious based on features extracted from the network traffic. The deep neural 
network can learn complex patterns in the data that are difficult to capture using traditional 
machine learning techniques [30-31]. 

Mitigation Attacks 

Systems for detecting and thwarting various HeIoT assaults are known as intrusion detection 
systems. Denial of Service (DoS), Distributed Denial of Service (DDoS), Man-in-the-Middle 
(MitM), and replay attacks are a few of the attacks that intelligent IDS can counteract. To 
identify and counteract these threats, the IDS employs a variety of methods including rule-based 
systems, deep learning, and machine learning. Attacks that cause a denial of service (DoS) have 
terrible consequences for IoT applications [32]. The accessibility of IoT services and devices is 
crucial in IoT applications. DoS attacks obstruct the IoT services' regular operations by rendering 
them unavailable. DDoS attacks [33] are typically conducted simultaneously by several 
coordinated attackers, making it challenging to identify them before the services are rendered 
unavailable. IDS for IoT i.e., SCADA is described in length in [34], which also briefly touches 
on the development of IDS approaches. Being vulnerable to a denial-of-service attack, 
6LoWPAN-based IoT frequently faces disastrous circumstances. For 6LoWPAN-based IoT, the 
authors in [35] presented a DoS detection architecture. The cost of communication between 
elements of the suggested architecture and overhead is not assessed by the authors. It also has a 
single point of failure because it has a centralized architecture. You can find broadcast protocol 
variants, such as the DoS-tolerant TESLA for IoT, in [36]. For example, in [37], the authors 
presented two sensor-based secure communication protocols for IoT-based healthcare systems. 
The scientific community has also offered protocols for protecting privacy in IoT. The most 
recent research on the IoT key management protocol can be found in [38]. In addition, the 
protocol provides lightweight node authentication, quick rek eying, and effective defense against 
replay attacks. 

Techniques for Heterogeneous IoT 

Intelligent IDS for HeIoT employ a variety of methods to identify and stop attacks. Anomaly 
detection, signature-based detection, and behavior-based detection are a few of the methods 
employed. Monitoring device and sensor activity in order to spot any variation from typical 
behavior is known as anomaly detection. The process of signature-based detection entails 
contrasting network traffic with a database of acknowledged attack signatures. The goal of 
behavior-based detection is to identify any anomalous activity by learning how sensors and 
equipment behave. This work [39] introduces RADS, a rule-based anomaly detection system that 
monitors and quickly identifies Sybil attacks in massive WSNs. The suggested expert system's 
fundamental component is an ultra-wideband (UWB) ranging-based detection algorithm that 
functions in a distributed way and doesn't require communication or information sharing between 
sensor nodes to carry out the responsibilities of anomaly detection. Analytical evidence is 
provided for the viability of the suggested technique, and a thorough numerical and mathematical 
evaluation of RADS's effectiveness in revealing Sybil attacks is also provided. The findings 
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obtained show that RADS accomplishes good detection accuracy and a low false alarm rate, 
designating it as a promising ADS candidate for this type of wireless networks. 

In HetIoT systems, anomaly detection is a common method for detecting intrusions. This method 
entails keeping an eye on the behavior of gadgets and sensors and looking for any variation from 
that behavior. Several techniques, such as clustering-based algorithms, support vector machines 
(SVMs), and neural networks, have been proposed by researchers for anomaly detection. [40] 
suggests a network traffic anomaly detection algorithm for HetIoT systems that makes use of a 
clustering-based strategy. The process of signature-based detection entails contrasting network 
traffic with a database of acknowledged attack signatures. This method works well for catching 
known attacks, but it might miss brand-new or undiscovered ones. For signature-based detection, 
researchers have put forth a number of different strategies, such as rule-based and machine 
learning-based systems. [41] provide a rule-based intrusion detection solution for HetIoT systems 
that employs known attack signatures to identify intrusions. The goal of behavior-based detection 
is to identify any anomalous activity by learning how sensors and equipment behave. Although 
this method is efficient at finding both known and unidentified attacks, it may occasionally 
provide false positive results. For behavior-based detection, researchers have proposed a variety 
of machine learning-based algorithms, including decision trees, random forests, and deep 
learning-based methods. The authors suggest a decision-tree-based behavior-based intrusion 
detection system for HetIoT systems that distinguishes between legitimate and malicious network 
traffic. In general, these methods are combined to create HetIoT system intelligent intrusion 
detection systems. By limiting false positives and false negatives, an intrusion detection system 
must be able to identify both known and unknown attacks. 

Deployment Strategy 

Intelligent IDS for HeIoT can be deployed in different ways depending on the application and the 
resources available. Some of the deployment strategies include centralized deployment, 
distributed deployment, and hybrid deployment. In centralized deployment, the IDS is deployed 
in a central location where it monitors the traffic on the network. In distributed deployment, the 
IDS is deployed on multiple devices and sensors, and the data is aggregated and analyzed 
centrally. In hybrid deployment, both centralized and distributed deployment strategies are used. 
In centralized deployment, the IDS is deployed in a central location where it monitors the traffic 
on the network. The central location can be a cloud-based server or a dedicated hardware device. 
All the network traffic from IoT devices is sent to the central location for analysis, and the IDS 
generates alerts based on the identified threats. One of the significant advantages of centralized 
deployment is that it is easy to manage and maintain. All the analysis and monitoring are done in 
a central location, making it easier to maintain and upgrade the system. Additionally, the 
centralized deployment requires less hardware and software resources on the IoT devices, 
reducing the deployment costs. Another advantage of centralized deployment is that it provides 
better visibility and control over the network. Since all the network traffic is routed to the central 
location, the administrators can have a better understanding of the network's overall security 
posture. The primary disadvantage of centralized deployment is that it can be a single point of 
failure. If the central location is compromised, it can affect the entire network's security. 
Additionally, since all the network traffic is routed to the central location, it can lead to network 
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congestion and delay in detection and response time. In distributed deployment, the IDS is 
deployed on multiple devices and sensors, and the data is aggregated and analyzed centrally. This 
deployment strategy is suitable for large IoT networks with multiple devices, where it is not 
feasible to send all the network traffic to a central location. One of the significant advantages of 
distributed deployment is that it provides a more comprehensive and real-time analysis of 
network traffic. Since the IDS is deployed on multiple devices and sensors, it can monitor the 
traffic locally and generate alerts based on the identified threats. Another advantage of 
distributed deployment is that it provides better resilience and redundancy. Since the IDS is 
deployed on multiple devices, if one device fails, the other devices can still provide network 
security. Additionally, the distributed deployment reduces the network congestion and delay in 
detection and response time. The primary disadvantage of distributed deployment is that it can be 
complex to manage and maintain. Each device and sensor must be configured and managed 
separately, leading to higher deployment and maintenance costs. Additionally, distributed 
deployment requires more hardware and software resources on the IoT devices, leading to higher 
power consumption and limited battery life. In hybrid deployment, both centralized and 
distributed deployment strategies are used. This deployment strategy is suitable for large IoT 
networks with multiple devices, where some devices are resource-constrained and cannot handle 
the IDS's processing load. One of the significant advantages of hybrid deployment is that it 
provides the best of both centralized and distributed deployment strategies. The resource-
constrained devices can send the network traffic to a central location for analysis, while the other 
devices and sensors can analyze the traffic locally. Another advantage of hybrid deployment is 
that it provides better scalability and flexibility. As the network grows, additional devices can be 
added to the distributed deployment, and the centralized deployment can be upgraded to handle 
the increased network traffic. 

Open Problems and Challenges 

The existing research on intelligent IDS for HeIoT has identified several open problems and 
challenges that need to be addressed to improve the security of IoT systems. Here are some of the 
research gaps that exist in this domain: 

Developing Lightweight IDS Techniques: Most IDS techniques require significant 
computational power to analyze data and detect anomalies, making them unsuitable for IoT 
devices with limited computational resources. Therefore, developing lightweight IDS techniques 
that consume less power and can operate on resource-constrained devices is a crucial research 
gap. 

Developing IDS Techniques for Specific IoT Applications: Different IoT applications have 
different security requirements, and developing IDS techniques that can address specific security 
concerns for each application is a research gap. For example, healthcare IoT systems require 
different IDS techniques than smart home IoT systems. 

Developing IDS Techniques for New Attacks: As attackers develop new attack methods, IDS 
techniques need to be updated to detect and mitigate these new attacks. Therefore, developing 
IDS techniques that can detect new and evolving attacks is a crucial research gap. 
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Evaluating the Performance of IDS Techniques: To ensure that IDS techniques are effective 
in detecting and mitigating attacks, their performance needs to be evaluated. Therefore, 
developing standardized evaluation metrics for IDS techniques is a research gap. 

Addressing the Privacy Concerns of IDS: IDS techniques can collect sensitive data from IoT 
devices, leading to privacy concerns. Therefore, developing IDS techniques that can operate 
while preserving user privacy is a research gap. 

Developing IDS Techniques for Interoperability: As IoT systems are developed using 
different platforms, developing IDS techniques that can operate across different systems and 
protocols is a research gap. 

Developing IDS Techniques for Edge Computing: As IoT systems move towards edge 
computing, where data is processed and analyzed closer to the source, developing IDS techniques 
that can operate in a distributed computing environment is a research gap. 

The research gaps in intelligent IDS for HeIoT provide further directions to researchers in this 
regime to develop lightweight IDS techniques, develop IDS techniques for specific IoT 
applications, address the privacy concerns of IDS, evaluate the performance of IDS techniques, 
develop IDS techniques for interoperability, develop IDS techniques for new attacks, and 
develop IDS techniques for edge computing. 

Conclusion and Future Directions 

In conclusion, the research on intelligent intrusion detection systems for heterogeneous Internet 
of Things (HeIoT) has identified several promising techniques and strategies for improving the 
security of IoT systems. However, there are still several challenges and open problems that need 
to be addressed to make these systems more effective and efficient. To address these challenges 
and open problems, future research in this area should focus on developing lightweight IDS 
techniques that can operate on resource-constrained IoT devices, developing IDS techniques for 
specific IoT applications, addressing the privacy concerns of IDS, evaluating the performance of 
IDS techniques, developing IDS techniques for interoperability, developing IDS techniques for 
new attacks, and developing IDS techniques for edge computing. Furthermore, future research 
should focus on developing integrated security solutions that combine multiple security 
techniques, including IDS, to provide comprehensive security for IoT systems. These integrated 
security solutions should also consider the unique security challenges posed by edge computing, 
where data is processed and analyzed closer to the source. Finally, research in this area should 
also focus on developing educational and training programs to increase awareness and 
knowledge of IoT security among developers and users of IoT systems. This will help to ensure 
that IoT systems are developed and used in a secure and safe manner. Overall, the future of 
intelligent intrusion detection systems for HeIoT looks promising, and continued research and 
innovation in this area will be critical to addressing the security challenges of IoT systems and 
realizing the full potential of the IoT revolution. 
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